NAMATKA
AN OBYYAKOLMXCA OB MHOOPMALIMOHHOW BEE30MACHOCTW OETEN

HEJb3A

1. Bcem nogpsag coobuwaTth CBOK 4acTHYO MHGOPMaUMo (Hactoswue unms, damunuio,
TenedoH, agpec, HOMep LIKOMbI, a Takke dpoTorpacdumn ceoun, CBOEN CeEMbU U APY3eEN);

2. OTKpbIBaTb BNOXEHHbIE hansibl ANEKTPOHHON NOYThI, KOr4a He 3Haelb OTNpaBUTENS;

3. Mpybutb, NnpuanpaTtbCcs, OKkasbiBaTb AaBMEHME - BECTU ce6A HEBEXITMBO N arpeCCUBHO;

4. He pacnopshkancss geHbramm TBOeW cembun 6e3 paspelleHns cTapwux - Bcerga
cnpawuBaun poguTteneu;

5. He BcTpevanca c WHTepHeT-3HakOMbIMM B peanbHOW XW3HW - MOCOBETYUCHA CO
B3pOCIIbIM, KOTOPOMY [OBEpPSiELLb.

OCTOPOXHO

1. He Bce nuwyTt npaesagy. Yntaewb o cebe Henpasay B HTepHeTe - coobuwm 06 aTom
CBOVIM pPOAUTENSAM MW OMEKYHaM;

2. MpvrnawatoT nepenucebiBaTbCs, Urpatb, 0OMeHMBaTbLCS - NPOBEPb, HET N NOLBOXA;

3. He3akoHHOe konupoBaHue dgannos B IHTepHETe - BOPOBCTBO;

4. Bcerga pacckasbiBan B3pocCibiM 0 Nnpobriemax B CETU - OHM Bceraa nomoryr;

5. WNcnonb3yn HacTpomknm 6e30nacHOCTU M MPUMBATHOCTWU, 4YTOObI HE NOTepsTb CBOU
aKKayHTbl B coLCceTax U Apyrnx nopranax.

MOXHO

1. YBaxau gpyrux nonb3oBaternem;

2. Monbayelwwbca IHTepHET-UCTOYHMKOM - ienan CCbIfKy Ha HEro;

3. OTKpbIBan TOSbLKO TE CChIfKK, B KOTOPbIX YBEPEH;

4. ObwaTtbca 3a NOMOLbIO B3POCIbIM - POAUTENU, OMNEKyHbl U aAMUHUCTPALMUSA CanToB
Bceraa noMoryT;

5. Mponan obyyeHune Ha cante "CeTeBMYOK" 1 NOMyYn NacnopT UMEPOBOro rpaxkaaHuHa!

MpunoxeHue N 2
MHOOPMALIMOHHAA NMAMATKA
OnA OBYHAKOWUMXCA ONnA PASMELLEHNA

HA OPULINATIBHBIX MHTEPHET-PECYPCAX

C kaxgblM rogoM MONOAEXU B MHTEPHETEe CTaHOBUTbLCA Oornblue, a LKONMbHUKA OAHM U3
caMbIX aKTMBHbIX nonb3oBatenen PyHeta. Mexagy Tem, MOMMMO OrpOMHOrO KOonmM4yecTBa
BO3MOXXHOCTEW, MHTEPHET HeceT M npobnembl. 3Ta NamaTka [OMKHA Mnomouvb Tebe
©e3onacHoO HaxoaUTbLCA B CETU.

KomnbloTepHble BUpYChI

KoMnbloTEpHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamMm, OTIIMYUTENBHOM
0CODEHHOCTbLIO KOTOPOMN ABNSAETCHA CNOCOOHOCTb K pa3MHOXEHUI0. B fononHeHne kK atomy,
BMPYCbl MOFyT MOBPEAUTb WNW  MOSIHOCTBIO YHUYTOXWUTL BCE palnbl UM [AaHHbIE,
MOAKOHTPOSbHbLIE MONb30BAaTEND, OT WMMEHW KOToporo Obina 3anylieHa 3apaXeHHas



nporpaMmma, a TaKke NoBpeauTb UMK JaXe YHUYTOXUTb OnepaumoHHY0 CUCTEMY CO BCEMU
rannamu B uenom. B 6onbLUNMHCTBE CnydYaeB pacnpoCTPaHSATCHA BUPYCbl Yepes UHTEPHET.
MeToab! 3awWnTbl OT BPEAOHOCHbIX MPOrpaMm:

1. Vcnonb3yin COBpPEMEHHbIE OnepauuoHHbIE CUCTEMbI, UMEKLLME CEepPbe3HbIN YPOBEHb
3aWMThbl OT BPE4OHOCHbLIX NPOrpamMm;

2. [locTtodHHO YycTaHaBnuBan nadtn (UndpoBble 3annaTkn, KOTOpble aBTOMAaTUYECKU
yCTaHaBnMBalTCA C Uenbio [opaboTkM nporpammbl) M Apyrme OOHOBNEHWA CBOEN
onepaumoHHon cuctembl. CkaumBam Mx TONbKO C oduumanbHoro canta paspabotumka OC.
Ecnu cywecTtByeT pexvm aBTOMaTtuyeckoro 0GHOBNEHUS, BKITHOUN €ro;

3. Pabotan Ha cBoeM KoMMbloTepe Mo npaBamMu Nonb3oBaTens, a He agMuHUCTpaTopa.
OTO He MNo3BONMUT GONBLUMHCTBY BPELOHOCHbLIX MPOrpaMm WMHCTanNIMpoBaTbCs Ha TBOEM
nepcoHarbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHblE MNPOAYKTbl M3BECTHbLIX MNPOW3BOAUTENEN, C
aBToMaTn4eckum obHoBreHnem 6as;

5. OrpaHnyb punandecknin JOCTyn K KOMNbOTEPY ANA MOCTOPOHHUX AL,

6. Vicnonb3yn BHeLWHWe HocuTenun MHopmaumm, Takue Kak dorewlka, guck unu dann ums
WHTEPHeTa, TOSNbKO N3 NPOBEPEHHBLIX NCTOYHUKOB;

7. He oTKpblBait KOMMNbIOTEPHbIE (Pansibl, MONYYEHHbIE N3 HEHAOEXHbIX MCTOYHUKOB. [daxe
Te dpannbl, KOTOpble Npucnan TBOW 3HAKOMbIW. Jlydlle yTOYHM Y Hero, OTnpaBnsn fnn OH
Tebe ux.

Cetn WI-FI

Wi-Fi - 370 He BMA nepefayn gaHHbIX, HE TEXHOMOrMS, a Bcero nuub 6penn, mapka. Ewwe B
1991 rogy HugepnaHackas komnaHusa 3apernctpmpoana 6pexHg "WECA", yto o603Havano
cnosocoyeTaHune "Wireless Fidelity", koTopbin nepeBogMTca Kak "6ecnpoBogHas TOYHOCTL".
[o Hawero BpemeHn powrna Apyras abbpesuaTypa, KOTOpas SBsSieTCA Takon Xe
TexHonorven. 9710 abbpesuatypa "Wi-Fi". Takoe Ha3BaHue ObiNO AaHO C HaMEKOM Ha
CTaHgapT BbIcLen 3ByKOBOM TexHUKKN Hi-Fi, 4To B nepeBofe o3HavaeT "BbiCoKas TOYHOCTL".
[a, 6ecnnaTtHbIn UHTEPHET-AOCTYN B Kade, OTensax M asponopTax SBASETCA OTIMYHOW
BO3MOXHOCTbIO BbIXOo4a B MHTEpPHET. Ho MHorne akcnepTbl CYMTAKOT, YTO OOLEenoCTYMHbIe
Wi-Fi ceTun He aBnsatoTcsa 6e3onacHbIMM.

CoBeTbl no 6e3onacHocTy paboTbl B 06LieaocTynHbix cetax Wi-fi:

1. He nepepaBai cBow nNn4yHyo nHGopMauuio Yepes obwenoctynHele Wi-Fi cetn. PaboTas
B HUX, XenaTenbHO He BBOAUTbL MNaponiv A4OCTyna, NorvHbl U Kakue-To HoMepa,;

2. Ucnonb3yn n oBbHOBNSAM aHTUBMPYCHble MporpaMmmbl U GpaHamayep. Tem cambiM Thbl
obesonacuLlb cebs OT 3akadku BUpyca Ha TBOe YCTPOUCTBO;

3. Mpwn ncnonssosanun Wi-Fi oTkntoun pyHkumio "O6wmin gocTyn K channam n npuHTepam".
[aHHasa pyHKUMS 3aKpbiTa MO YMOMYaHUIO, OOHAKO HEKOTOPbIE MOMb30BaTENU aKTUBMPYIOT
ee ons ynobcTea ncnonb3oBaHus B pabote nnm yyebe;

4. He ucnonb3yn nyonuyHeii WI-FI ona nepegaym nuyHbIX JaHHbIX, HAnpMMep Ans Bbixoada
B coLMarnbHble CETU NN B SNIEKTPOHHYIO NMOYTY;

5. Vcnonb3yn TOMbKO 3alumuieHHoe coeguHeHue dveped HTTPS, a He HTTP, T.e. npwu
Habope Beb-agpeca BBoan MMeHHO "https://";

6. B MobunbHoM TenedoHe oTkmoumn dyHkumo "lMoakntoyerHne k Wi-Fi aBTomatndeckun”. He
Aoryckan aBTomaTU4ecKkoro nogknioveHms ycrpomctea k cetam Wi-Fi 6e3 TBoero cornacus.



CoumanbHble ceTn

CoumanbHble CeTU akTUBHO BXOAAT B Haly XW3Hb, MHOrMe noan paboTarT U XUBYT Tam
NOCTOSIHHO, @ B Facebook yxe 3apernctpupoBaH Munnuapg 4YenoBek, YTo ABNAeTCs O4HON
ceabMoW Bcex Xutenen nnaHetol. MHOrne nonb3oBaTesniv He NOHUMALOT, YTO MHpopMaLmS,
pasMeLLleHHas UMW B couMaribHbIX CeTaX, MOXeT ObiTb HamgeHa U UcCnosib3oBaHa Kem
yrogHo, B TOM 4ucrne He obs3aTenbHo ¢ bnarmmm HamepeHnsmu.

OcHoBHble coBeTbl N0 6€30NacHOCTM B COLMArbHbIX CETSX:

1. OrpaHunyb cnncok apysen. Y 1eba B Apy3bsx HE AOSMKHO ObiTh CllyYamHbIX U HE3HAKOMbIX
noaen;

2. 3awmLlan cBOK YacTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaTy TBOero
POXOEHUS U APYIYH NUYHYI0 MHOPMaLMIO. 3rOYMbILLIIEHHUKNU MOTYT UCNOSb30BaTh Aaxe
MHOPMaLMIO O TOM, KakK Tbl U TBOM poaUTENM NMnaHnpyeTe NPoOBECTU KaHUKYIbI;

3. 3awuulan cBo penyTauuio - AepXn ee B YMCTOTe M 3agaBan cebe Bonpoc: xoTen Obl
Tbl, YTOObI Apyrve nonb3oBaTenu BUAENW, YTO Tbl 3arpyxaewsb? [logyman, npexage yem
4YTO-TO onybNMKoBaTb, HaNUCaTb W 3arpy3unTb;

4. Ecnn Tbl roBOpULLb C NIOAbMU, KOTOPbIX HE 3HAeELLb, HE UCMNOSb3ynN CBOE pearibHoe UMS n
APYTYIO JIMYHYI0 MHpOpMaLMK: NMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmelueHnsa otorpadun B VIHTEpHeTe, rae Tbl 306pakeH Ha MECTHOCTU, NO
KOTOPOW MOXHO OrnpeaenuTb TBOE MECTOMOSOXKEHUE;

6. MNpu pernctpaumm B couumanbHOW CETU HeOoDXOO4MMO WCMNONb30BaTb CIOXHbIE Maponu,
cocrosime u3 6yks 1 UMAP U C KONUYECTBOM 3HAKOB HEe MeHee 8;

7. Ana coumanbHOW ceTu, MOYTbl U APYrMX CanToB HeoBXoAMMO WCMNONb30BaTb pasHble
naponu. Torga ecnv Tebs B3rNOMatoT, TO 3MOYMbILMEHHUKN MOfy4aT AOCTYMN TOMbKO K
OAHOMY MECTY, a He BO BCe cpasy.

ONEKTPOHHbIE AeHbMN

ONEKTPOHHbIE AeHblMM - 3TO OYeHb YAOOHbIM cnocob nnatexen, O4HAaKO CyLLeCTBYHOT
MOLLUEHHWUKKN, KOTOpbIe XOTAT NOSTYYUTb 3TN AEHbIN.

OnNEKTPOHHbIE AEHbIM MNOSIBUNIUCb COBCEM HEAAaBHO W MMEHHO K3-3a 3TOr0 BO MHOMMX
rocygapctBax 40 CUX NOp HE NPOMMCAaHO MPO HUX B 3aKOHaX.

B Poccun xe oHM (PyHKLMOHUPYIOT M O HUX y>Ke NPOMNMCaHO B 3aKOHe, rAe UX pasaensioT Ha
HECKOJSTbKO BUOOB - aHOHUMHbIE U HE aHOHMMHbIEe. Pa3Huua B TOM, YTO aHOHMMHBbIE - 3TO Te,
B KOTOpPbIX paspellaeTcs npoBoauTb onepauun 6e3 naeHTudukaumm nonb3oBaTens, a B
HeaHOHUMHbIX MAEHTUdMKaLMS NoNb3oBaTeNd ABnseTcs oba3aTenbHON.

Takke cnegyeT pasnuuyaTb 3NEKTPOHHblE (puaTHble AeHbrn (paBHbl rOCYAAapPCTBEHHbLIM
BanTaMm) 1 3NeKTPOHHbIE HedunaTHble AeHbIM (He paBHbl FOCY4apCTBEHHbBIM BarnoTam).
OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NEeKTPOHHbIMU AeHbramu:

1. TpuBsXkM K cHETYy MOBUNBbHBIN TenedoH. ATO cambll YOOOHbIN U ObICTPbLIA CNOCO6
BOCCTaHOBMUTb JOCTYyn K cyeTy. [NpuBsasaHHbIn TeneoH NOMOXeT, ecnu 3abyaellb CBOW
nnaTexHbIW Naposib Uy 3angellb Ha CanT ¢ HE3HaKOMOro YCTPOUCTBA;

2. Ncnonb3yn ogHopasoBble naponu. llocne nepexoda Ha ycurneHHyto aBTopmusauuio tebe
yXXe He ByaeT yrpoxaTb ONacHOCTb KPaXku UM nepexsarta NnaTexXHoro napons;

3. Bbibepu cnoxHbeii naponb. NpecTynHukam GygeT He NpOCTO yragaTtb CHOXHbIN Naporb.
HapgexHble naponu - 370 Naponu, KOTopble coaepxaT He MeHee 8 3HaKoB W BKIOYalT B



cebsi CTpOYHble U NPOMUCHbIE OYKBbI, UMMPbLI U HECKONbKO CUMBOSIOB, TakMe Kak 3Hak
fonnapa, pyHTa, BocknuuaTenbHbli 3Hak U T.n. Hanpumep, $tRONng!;;

4. He BBOOM CBOM NNYHbIE OAHHblE HA CanTax, KOTOPbIM HE AOBepsieLlb.

OneKTPOHHas noyTa

ONEeKTPOHHAA no4Tta - 3TO0 TEXHONOorMsa U nNpegocTaBnseMble e YCrnyri rno nepechbinke u
MOMYYEHUIO ANEKTPOHHbLIX COOBLLIEHMI, KOTOPbIE pacnpedensoTCsa B KOMMbIOTEPHOW CeTW.
OObIYHO  9NEKTPOHHbIM  MOYTOBBLIN  AWMK  BbIMSAUT  cnegylowmm  obpasom:
UMS_nonb3oBaTena@uma_aoMeHa. Takke Kpome nepegadn npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepeaaBsatb paunsbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3INeKTPOHHOW NOYTOMN:

1. Hago BbibpaTb NpaBuIibHbIA NOYTOBLIM CepBUC. B MHTEpHETEe eCcTb OrpoMHbIA BbIOOP
GecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO JNydlle [OBEPSATb TEM, KOMO 3Haelb W KTO
nepBbl B PEUTUHTE;

2. He ykasbiBal B NUYHOW MOYTE NUYHYO WHopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_aHaT@" unn "pok2013" BmecTo "Temal3";

3. Vicnonb3yn aByxaTanHyo aBTopmusauunio. ITo Korga noM1MMo naposs HyXKHO BBOAUTL Kof,
npucbinaemoii no SMS;

4. Bblbepn cnoxHbin naponb. Ona Kaxgoro MNOYTOBOrO SlMKA OOMKEH ObiTb CBOWM
HaOEeXHbIW, YCTONYUBbLIV K B3fIOMY NMaporsib;

5. Ecnn ectb BO3MOXHOCTb Hanucatb CamMOMy CBOW JIMYHBIA BOMPOC, WUCMOSb3yh 3Ty
BO3MOXHOCTb;

6. WVcnonb3yh HECKONbKO MOYTOBbIX SAWMKOB. [lepBbld ONA 4YaCcTHOW Mepenuckn c
agpecaTamMu, KOTOpbIM Tbl JOBepsielb. OTO 3MEKTPOHHbIM agpec He Hado MCNorb3oBaTb
npu pernctpaumm Ha popymax u camrax;

7. He oTkpbIBan thansbl u gpyrue BOXEHUS B MUCbMax, AaXe eCriv OHU MPULLINKN OT TBOUX
apy3en. Jlyyiwe yTouHM y HUX, OTNPaBnsny N oHn Tebe aTn dannsi;

8. lNocne okoH4YaHus paboTbl HA NOYTOBOM CepBuCe Nepeq 3akpbiTUEM BKMaAKM C CAnToM
He 3abyab HaxaTtb Ha "BbinTun".

KubepbynnuHr nnm supTyansHoe n3gesaTenbCTBO

KubepbynnuHr - npecnegoBaHue coobLeHnaMM, cogepXalimmm ockopbneHns, arpeccuio,
3anyrmBaHue; XyfnuraHcTBo; couuanbHoe 60MKOTUPOBaHME C MOMOLUBID  PasfnyHbIX
WHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnmMHrom:

1. He 6pocaricsa B 6on. Jlyuwmn cnocob: nocoBeToBaTbCs Kak cebsa BeCTU 1, ecnn HeT TOoro,
K KOMYy MOXHO obpaTutbCs, TO BHavane ycrnokouTbcA. Ecnn Tbl HayHewb oOTBe4aTb
OCKOPBIIEHNAMMN Ha OCKOPONEHWs!, TO TONLKO elle BonbLue pa3oxkeLlb KOHMINKT;

2. Ynpaenan ceoen knbeppenyTtauunen;

3. AHOHUMHOCTb B ceTu MHumasd. CyllecTBYOT CNocoObl BbISCHUTb, KTO CTOUT 3a
AHOHWMHbIM aKKayHTOM;

4. He ctouT BecTu XynuraHckuin obpas BUPTyanbHOW XWU3HW. VIHTepHeT dukcupyeT Bce
TBOW JENCTBUA U COXPAHSET UX. YOanuTb ux OyaeT KpanHe 3aTpyaHUTENbHO;

5. Cobntogain cBo BMPTYyarbHYH YeCTb CMONoaYy;

6. WrHopupyn eamHunyHbIi Heratm. OgHopasoBble OCKOPOUTENbHbIE COOBLEHUs nydlle
nrHopuposatb. OBbI4HO arpeccusi NpekpaLlaeTca Ha HavarbHOW CcTaauu;



7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMM COOBLLEHUAMU, B COLMANbHbIX
CeTSAX eCTb BO3MOXHOCTb BSIOKMPOBKM OTNPaBKM COOBLLIEHNI C OnpeaeneHHbIX aapecos;

8. Ecnu Tbl cBugetenb knbepbynnuHra. TBoM OEWCTBMSA: BbICTYNUTb MNPOTUB
npecrnegoBartens, nokasaTb emy, YTO ero 4eNCTBUS OLEeHUBAIOTCH HeraTMBHO, NoaaepaTb
XEepTBY, KOTOPOM HyXXHaA MNCMXOSorMyeckas MNOMOLLb, COOBLWNTL B3pOCHbIM O hakTe
arpeccuBHOro NOBEAEHUS B CETMU.

MobunbHbIN TenedoH

CoBpemMeHHble cMapTdOHbl WM nNnaHweTbl cogepxat B cebe BnomHe B3POCHbIN
dyHKUMOHAN, U Tenepb OHM MOTYT KOHKYpupoBaTb CO CTaLMOHAPHbIMU KOMMNbOTEPAMM.
OpHako, cpeacTtB 3awmThl AN Nog0OHbIX YCTPOMCTB NOKa OYeHb Mano. TecTupoBaHue U
NMOUCK YA3BMMOCTEN B HUX MPOUCXOOUT He TakK UHTeHcMBHO, Kak anda [K, 1o xe camoe
KacaeTcs 1 MOBUNBbHBIX NPUTOXKEHWNIA.

CoBpeMeHHblIE MOOUIbHbIE Bpay3epbl Y)XXe NMpPakTUYEeCKU OOrHanM HacTOSfbHbIE aHanoru,
OfHaKo paclumpeHne gyHKUMoHana BrneyeT 3a cobor 60mMbLUy0 CAOXHOCTb U MEHbLUYHO
3alMLLEHHOCTb.

[aneko He BCe MpPoOM3BOAUTENWN BbINyCKalOT OOHOBMEHMS, 3aKpblBalOLME KpUTUYECKMNE
YS13BMMOCTM ANs1 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl AN 6e30nacHOCTU MOBUITLHOTO TenedgoHa:

Huyero He siBnAeTcsa no-HacTtosiwemy GecnnatHbiM. byab ocTtopoxeH, Begb korgaa Tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO MaTHbIe YCIyru;
Hdyman, npexge yem otnpaButb SMS, boTo unm Buaeo. Tbl TOYHO 3HaELWb, rAe OHM ByayT
B KOHEYHOM uTOre?

Heobxoanmo 06HOBMNATL ONEpPaLMOHHY CUCTEMY TBOErO CMapTdOHa;

Mcnonb3yn aHTMBUPYCHbIE NporpamMMbl 4511 MOBUITbHBIX TernedOHOB;

He 3arpyxan NpunoxeHust OT HEU3BECTHOIO WMCTOYHMKA, BeOb OHU MOryT COAepXaTb
BPEeAOHOCHOE nporpamMmmMHoe obecneveHune;

[Mocne Toro Kak Tbl BbldelWwb C caWTa, rae BBOAWUA JIMYHYK WMHGOPMauuilo, 3angum B
HacTpourku bpaysepa u yganu cookies;

Meprnoguyeckn NpoBepsin, Kakme nnaTHble YyCnyrn akTMBMPOBaHbI HA TBOEM HOMEPE;

[aBan cBon HOMep MOBGUNBLHOrO TenedoHa TOMbKO NOASAM, KOTOPbLIX Thl 3HaElb U KOMY
AoBepseLlb;

Bluetooth pomkeH ObITb BbIKMOYEH, KOrga Tl UM He nonb3yewbes. He 3abbiBan nHorga
NpoBEpPsITb 3TO.

Online vrpbl

CoBpeEMEHHbIE  OHMAWMH-Urpbl - 3TO KpacOYHble, 3axBaTbiBalOWMe pasBreyYeHus,
obbeanHaLWmMe COTHU ThbICAY YenoBek No BceMy mupy. Wrpoku mccnegytoT AaHHbIA UM
Mup, obLialTcs Opyr C OPYroM, BbIMOMHAKT 3a4aHus, CPaXKalTCsa C MOHCTpamMu W
nony4aroT onbIT. 3a yOOBOMNbCTBME OHM MAATAT: NOKYNalT AUCK, onnaymBaoT aboHEMEHT
nnu npmuobpeTaroT Kakme-To onuuun.

Bce 3T cpeactBa wuaoyt Ha nogdepxaHuMe M pasBUTME UrPbl, a Takke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOpM3aLMuK, BbIMyCKalOTCA HOBblE MaTyu
(umncbpoBble 3annaTkm Ansa NporpamMm), 3aKpbiBatOTCA YA3BMMOCTN CEPBEPOB.

B nogo6HbIX urpax CToMT onacaTbCs He CTONIbKO CBOMX COMEPHMKOB, CKOSTbKO KpaXkn TBOEro
napons, Ha KOTOPOM OCHOBaHa cucTema aBTopu3auunm 6oNbLUMHCTBA Urp.



OcHOBHbIe coBeTbl N0 6e30NacHOCTM TBOEro UrPOBOro akkayHTa:

1. Ecnn gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HenpuaTHOCTU, 3abnoknpyn ero
B CMWCKE UIPOKOB,;

2. MNoxanyncsa agMmMHUCTpaTopaM Urpbl Ha nroxoe noBegeHue 3TOro Urpoka, kernatenbHo
NPUMNOXNTb Kakne-TO AoKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan NuyHyo nHopmaumio B npodanse urpbl;

4. YBaxawn gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBanm HeouumnarnbHble nativ n Mogbl;

6. Vicnonb3yn cnoxHble 1 pasHbie naponu;

7. Daxe BO BpeMs Urpbl He CTOUT OTKMYaTb aHTuBMpyc. [loka Tbl urpaellb, TBOW
KOMMbIOTEP MOTYT 3apasuThb.

PULLNHT UMK Kpaka NNYHBIX AaHHbIX

OOGbI4HOM Kpaxewn OeHer N JOKYMEHTOB CErOAHS YXXe HUKOro He yaAuBWLLbL, HO C pasBuUTUEM
WHTEPHET-TEXHOMOIMIA 3MNOYMbILUSIEHHUKN MEepPeMecTUnCb B WHTEPHET, U MNpoAaosrKatoT
3aHumaTbcs "nbumbiM" geroMm.

Tak nosBunacbL HoBasi yrposa: WHTEPHET-MOLUEHHUYEeCTBa WNU ULLMHI, [faBHas Luenb
KOTOPOro COCTOUT B MOSyYEHUN KOHUAEHUMANbHbIX AaHHbBIX NOMb30oBaTenen - NormHoB U
naponen. Ha aHrnuiickom a3blke phishing untaetca kak duwmHr (ot fishing - pbibHas
noens, password - naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegm 3a cBOMM akkayHTOM. Ecnn Tbl nogo3speBaellb, YTO TBOS aHKeTa bbina B3nomaxa,
TO HeobGxoamMmo 3abroknpoBaTb €e 1 COoBLWUTL agMUHUCTpPaTopam pecypca 06 3TOM Kak
MOXHO CKOpeEe;

2. Ncnonb3yn GesonacHble Beb-canTbl, B TOM 4YuCrie, MHTEPHET-MarasnHoB U MOUCKOBbLIX
cucTewm;

3. Ncnonb3yn cnoxHble n pasHble naponu. Takum obpasom, ecnv Tebsa B3nomaroTt, TO
3MTOYMbILLIIEHHUKM norlydaT OOCTYM TONbKO K OQHOMY TBOEMY Mpodumio B CETU, a He KO
BCEM;

4. Ecnu 1ebs B3nomanu, To HeobxoaMMO NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpPbIe
nobaeneHbl y Tebs B Apy3bsiX, O TOM, 4YTO Tebs B3nomanu u, BO3MOXHO, OT TBOEro UMEHU
ByaeT paccbinaTbCs crnam U CCbINKN Ha (PULLMHIOBLIE CanThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBunbHbIN TeNedoH;

6. OTknouM coxpaHeHue napons B 6paysepe;

7. He oTkpbIiBan ansibl 1 gpyrue BNoOXeHUs B NMCbMax, Aaxe eCcriv OHU MPULLN OT TBOUX
apy3en. Jlyyie yTo4HM y HUX, OTNPaBmsnm N oHW Tebe aTn dansnol.

Lindpposas penyrauus

LincppoBasa penytaums - 370 HeraTUBHas UM NO3UTUBHAs MHGOpMauus B ceTn o Tebe.
KomnpomeTupyowas uHpopmauus, pasMelleHHas B WHTEpPHETEe, MOXeT Cepbe3HbIM
obpa3om OTpasnTbCs Ha TBOeW pearnbHOW XU3HW. "Lindpposasa penytaums" - 310 TBOWM
UMUK, KOTOPbIN chopMmupyeTcs n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MecCTO XuTenbCcTBa, y4ebbl, TBOE (PUHAHCOBOE NOSOXEHUE, OCOBEHHOCTN XapakTepa
N pacckasbl 0 6rIM3KUX - BCe 3TO HaKanIMBaeTCs B CETU.

MHorve noapoCTKM NErkOMbICNIEHHO OTHOCATCA K MybnukaummM nuMyHOM WHopmauun B
NHTepHeTe, He NoOHMMasa BO3MOXHbIX MOCNeacTBUN. Thl AaXe He CMOXellb JoragaTbCs O



TOM, 4YTO poTorpadums, pasmelleHHas 5 neT Hasag, ctana NpUYNHOW oTKasa NpUHATbL Tebs
Ha paboTy.

KoMmmeHTapuu, pasmelleHne TBoux dpoTtorpadun n gpyrme encTBust MOryT HE UCYE3HYTb
AaXe nocre Toro, Kak Tbl MX yAanuvib. Tbl HE 3Haelb, KTO COXpPaHWUI 3Ty MHOpMaLumio,
nonarna fnn oHa B MOUCKOBbIE CUCTEMbI U COXPaHWUNACch N OHa, a rMaBHOe: YTO NogyMaroT O
Tebe okpyxawLme noan, KotTopble HanayT n yBuUAAT 3T0. Hantu nHdgopmauuio MHOro net
CrnycTa CMOXeT mnobon - kak u3 fobpbix NoOyXAEeHWW, Tak U C HAMEPEHNEM MPUYMHUTD
Bpea. OTO MOXET ObITb KTO YrogHO.

OCHOBHbIe COBETbI MO 3aLnTe LMGPoBON penyTaumm:

1. lMopyman, npexpe 4em 4YTo-TO NybnukoBaTb W nepegaBaTtb y cebs B 6rnore vnu B
couuanbHoOn ceTu;

2. B HacTponkax npousis yCTaHOBM OrpaHUYeHus Ha NPOCMOTP TBOEro npodunsa u ero
CcoAepXXMMoro, caenan ero Tornbko "ansg apysen”;

3. He pa3meLllain 1 He ykasbiBa MHGOPMaLMO, KOTopas MOXET KOro-nmbo ockopbnaTtb unm
obmxaTb.

ABTOpPCKOE NpaBo

CoBpEMEHHbIE LLKOSNIbHUKN - aKTUBHbIE NOSb30BATENU LMPPOBOro npoctpaHcTea. OgHako
Aaneko He BCe 3HalT, YTO MOMb30BaHWE MHOMMMU BO3MOXHOCTSMWU LMGPOBOro Mupa
TpebyeT cobniogeHns NpaB Ha MHTENEKTYanbHY0 COOCTBEHHOCTb.

TepMuH "MHTENnNekTyanbHas COOGCTBEHHOCTb" OTHOCUTCS K pPasfMyHbiM  TBOPEHUSAM
4YenoBeYecKoro yMa, HauMHas C HOBbIX W306peTeHuMrn W  3HakoB, 0BO3Ha4aroLnX
COBCTBEHHOCTb Ha MPOAYKTbI WM YCAyrkM, W 3aKkaH4YnMBasa KHuUramu, doTorpadusamum,
KMHOOUITbMaMM 1 My3blKarnbHbIMW NPON3BEAEHUSIMM.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENNeKTyanbHYyl0 COOCTBEHHOCTb Ha MPOM3BEOEHUS
HayKun, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNatoT B KAYECTBE rapaHTum Toro,
4YTO WHTEenNneKTyanbHbIN/TBOPYECKUA Tpyn asTopa He OydeT HanpacHblM, Jact emy
crnpaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro TpyAda, MNonyynTb
N3BECTHOCTb M Npu3HaHne. H1kTo 6e3 paspelueHns aBTopa He MOXET BOCMPOU3BOAMUTb €ro
npovsBeneHue, pacnpoCcTpaHsThb, ny6rMyHO AEMOHCTPUPOBaTh, npogasatb,
MMMOPTMPOBATb, NyCKaTb B MPOKaT, NyBGSIMYHO MCNONHATbL, NOKa3biBaTbL/MCMOMHATL B adhupe
unu pasmellaTb B MIHTepHeTe.

Mcnonb3oBaHue "nmupaTckoro" nporpaMmmHoOro obecneyeHuss MOXET NPUBECTU K MHOMMM
puckam: OT MOTepu AaHHbIX K TBOMM akkayHTam OO GnOKMPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBIieHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble N 6ecnnaTHble NporpaMmmbl, KOTOPbIE MOXHO HAUTWN B CETH.

O noprane

CeTeBu4OK.pp - TBOW [MaBHbI COBETYMK B CeTW. 34eCb Tbl MOXeElWb Y3HaTb O
6e30nacHOCTN B CETU MOHATHBIM U SOCTYMHbIM S3bIKOM, @ MPU BO3HUKHOBEHWUW KPUTUYECKOM
cuTyaumm obpaTtmTbCs 3a COBETOM. A Takke NPUHATbL y4acTue B KOHKypcax M cTaTb cambiM
UMpPOoBLIM rpaxgaHNHOM!



