NuadopmMamunoHHaA IAMATKA I O0yUYAIOIUXCA IS pa3MelleHuA

Ha opunuaabHbix NHTEpHET-pEcypcax

C KaXXIBIM T'OZIOM MOJIOZIE’KH B HHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IKOJIBHUKY OTHU U3
CaMbIX aKTUBHBIX IT0JIb30BaTesel Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJTTYECTBA
BO3MOKHOCTEHN, HHTEPHET HECET U MPo0sIeMbl. JTa IaMATKA JOJKHA IOMOYb Tebe
0e30IMacHO HaXOOUThCA B CETH.

KomnbroTepHbie BUPYCBI

KomnbroTepHBIN BUPYC - 3TO PA3HOBUAHOCTD KOMIIBIOTEPHBIX IIPOTPAMM, OTJINYUTEIBHON
0CODEHHOCTBIO KOTOPOH ABJISETCA CIIOCOOHOCTH K PA3MHOKEHHIO. B 10TI0OJIHEHHE K 3TOMY,
BHUPYCHI MOTYT ITIOBPEAUTH FJIU MIOJTHOCTHIO YHUUTOXKUTD BCe (PaiyIbl U JJaHHBIE,
IIO/IKOHTPOJIbHBIE TI0JIB30BATEIII0, OT IMEHU KOTOPOTO ObLIa 3aIyIieHa 3apakeHHAs
IIpOrpaMMa, a TaKXKe MMOBPEAUTH WIH JJa’Ke YHUUYTOKUTH ONIEPAIOHHYIO CUCTEMY CO BCEMHU
daityiamu B 11esioM. B O0JIBIIUHCTBE CTydyaeB pPacIPOCTPAHAIOTCA BUPYCHI UYepe3 UHTEPHET.
MerTozbI 3alTUTHI OT BPEJOHOCHBIX ITPOTPAMM:

1. cnosib3yii cOBpeMeHHBIE OTIEPAIIOHHBIE CHCTEMBI, HMEIOITNE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IIPOTPAMM;

2. [TocrostHHO ycTaHaBIUBAN NauYTH (IIUMPOBHIE 3aIIATKH, KOTOPhIE aBTOMATHYECKH
yCTaHABJIMBAIOTCA C 11eJIbI0 IOPAOTKU IPOTrPaMMBbI) U pyTHe OOHOBJIEHUS CBOeH
omepaIuoHHON cucTeMbl. CKaumBa UX TOJIBKO ¢ OUIHAJIBHOTO caiTa padpadboTunka OC.
Eciu cymiecTByeT peskuM aBTOMaTUYECKOTO OOHOBJIEHUSI, BKJIIOYH €T0;

3. Pabotaii Ha cBoeM KOMIIbIOTEDE I10/] IPaBaMU I10JIb30BaTesA, a He a/IMUHUCTPATOpa. ATO
He TI03BOJIUT OOJIBIITMHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTAJLIMPOBATHCS HA TBOEM
IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vlcionb3yii aHTUBUPYCHBIE TPOTPAaMMHbBIE ITPOIYKTHI H3BECTHBIX ITPOU3BOJIUTEIIEH, C
aBTOMaTHYeCKUM 0OHOBJIeHUEM 0a3s;

5. Orpannyb (pU3UUECKU IOCTYII K KOMIIBIOTEPY /IS IOCTOPOHHUX JIUII;

6. cnosb3yit BHENIHUE HOCUTEN UHDOpMAIIUH, TaKUe Kak (JIenika, JUCK Wik daila u3
MHTEPHETA, TOJIbKO U3 NPOo¢epeHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (DAIIbI, TOJTyUYEeHHbIE U3 HEHA/ISKHBIX HCTOUYHUKOB. [lake
Te (aitiibl, KOTOPbIE IIPUCJIAT TBOU 3HAKOMBIH. Jlydllle yTOUHHU Y HEro, OTIIPABJIAI JIM OH
Tebe uX.

Ceru WI-FI

Wi-Fi - 3T0 He BUJI IIepe/iaun IaHHBIX, He TEXHOJIOTHA, a BCETo JIUIIb OpeHs, mapka. Eie B
1991 rojly HUIepJIaH/CcKasA KoMIaHus 3apeructpupoaia opers « WECA», uto ob603Hauanio
cinoBocouetanue « Wireless Fidelity», KoTopblii mepeBoUTCs KaK «OecIpoBOHAS
TOYHOCTb».

Jlo Ha1lero BpeMeHHU JI0IIa Apyras ab0peBuaTypa, KOTopas IBJISETCS TaKOU JKe
TexHOJIOTHer. ATo abbpeBuaTypa « Wi-Fi». Takoe HazBaHHe OBLIO JIAHO C HAMEKOM Ha
CTaHZAPT BHICIINM 3ByKoBOU TexHUKH Hi-Fi, yTo B IepeBoie 03HaUaeT «BBICOKAs
TOYHOCTb».



Jla, 6ecrutaTHBINA UHTEPHET-IOCTYII B Kade, OTEJIAX U a3POIOPTaXx ABJISETCA OTJINYHON
BO3MOXKHOCTBIO BBIXO7]a B UHTEpHET. HO MHOTHE AKCIIEPTHI CYUTAIOT, YTO OOIEOCTyITHbIE
Wi-Fi cetu He ABJISII0TCA 6€30TIaCHBIMH.

CoBeTsl 110 6e3011acHOCTH paboTe B 00IeA0CTYIMHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro imaHyto nH(popMarmuio yepe3 obmenoctynabie Wi-Fi cern. Paboras
B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIH JIOCTYIIa, IOTUHBI U KaK1e-TO HOMEPA;

2. Mcnosib3y# 1 0OHOBJISIN aHTUBUPYCHBIE IPOTPaMMBbI 1 OpaHaMayep. TeM caMbIM ThI
obe3ormacuib cebs OT 3aKaYKU BUpPyca Ha TBOE YCTPOKHCTBO;

3. [Ipu ucnosnbzoBanuu Wi-Fi otkimoun ¢ysknuio «O0mui 10cTyI K ¢gaiiam u
npuHTepaM». JlaHHas PyHKIMS 3aKPbITA 10 YMOJTYAHHUIO, OTHAKO HEKOTOPBIE
II0JTb30BATEJIN AKTUBUPYIOT €€ 771 yA00CTBa UCIIOIb30BaHUA B paboTe miu yuebe;

4. He ucnonwsayii my6auunsiii WI-FI 115 iepesiauu IMYHBIX TaHHBIX, HATIPUMED TSI
BBIX0/Ia B COIIMAJIbHBIE CETU WU B SJIEKTPOHHYIO TIOYUTY;

5. o3yt ToJIbKO 3aruiiieHHoe coerHenre uepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-azipeca BBOAM NMeHHO «https://»;

6. B mobwibrHOM TesedoHe oTkaoun pyHkmio «Iloakmouenue k Wi-Fi aBromatudecku».
He nomyckaii aBTOMaTHYECKOTO TTOAKITIOUEHHS YCTPOHCTBa K ceTaM Wi-Fi 6e3 TBoero
corjacus.

ComuanbHble ceTu

CoruasbHBIE CETH aKTUBHO BXOJISAT B HAIILY KU3Hb, MHOTHE JIIOAU PabOTAIOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook y»xe 3aperucrpupoBan MUJIJTHAP/, YEJIOBEK, UTO SBJISAETCS OTHOU
ceIbMOMU Bcex JKuTeJiel r1aHeTbl. MHOTHe 0Ib30BaTel He TOHUMAIOT, YTo UH(opMaIus,
pa3mMellleHHas MU B COITUATBHBIX CETSX, MOXKET OBITh Hali/ieHa U UCII0JIb30BaHA KEM
YTOHO, B TOM UMCJIE He 00513aTesIbHO ¢ 0J1arMU HaMepPEHUAMMU.

OcHOBHBIE COBETHI 110 0€30IIACHOCTH B COIUAIBHBIX CETSX:

1. OrpaHNYb CIUCOK ApY3el. Y Tebs B Ipy3bAX He JOKHO ObITh CIyYallHbIX U HE3HAKOMBIX
JIIOZIEN;

2. 3amunan cBOIO YacTHYIO *KU3Hb. He ykasbiBall maposiu, TesaedoHsl, ajipeca, 1aTy TBOETO
POXKIEHUA U APYTYIO JIMYHYI0 UHPOPMAIUIO. 3/I0yMBIIIJIEHHUKU MOTYT UCIIOJIb30BATh
Jlaske MH(POPMAIUIO O TOM, KaK Thl U TBOU POJIUTEJIH IIJIAHUPYETE IIPOBECTH KAHUKYJIBI;

3. 3amuiiaii CBOI0 PeIyTaIyIo - IEP:KU ee B YUCTOTeE U 33J1aBaii cebe BOIPOC: XOTeJl ObI ThI,
YyTOOBI PYTHE M0JIH30BATEN BUJIEJIH, UTO ThHI 3arpy:kaemnb? [Togymait, mpexze ueM 4To-TO
Omy0JIMKOBaTh, HAIIMCATD U 3aTPY3UTh;

4. Ecia ThI TOBOPHIIIB C JII0JIBMU, KOTOPBIX HE 3HAEIIIb, HE UCIIOJIH3YH CBOE peaylbHOE UMS U
JIPYTYIO JINYHYI0 UHGOPMAIUN: UM, MECTO KUTEJILCTBA, MECTO YIeObI U IIpOUeE;

5. N3beraii pazmemienus ¢pororpaduii B IHTepHETE, I/ie Thl N300pa’keH Ha MEeCTHOCTH, 110
KOTOPOU MOKHO OIPEJIEJIUTH TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpanuy B COIUAIIBHON CETH HEOOXOTMMO MCIIOIB30BATh CJIOKHbBIE TTAPOJIH,
cocrosiye u3 OykB U 1udp U C KOJIMYECTBOM 3HAKOB HEe MeHee 8;



7. JIJ1s1 cCOnMaIbHOU CETH, IIOUTHI U IPYTHX CAUTOB HEOOXOAUMO UCITOIb30BATh Pa3HbIE
naposn. Torza ecu Tebs B37IOMAIOT, TO 37I0yMBIIUIEHHUKH MTOJIYYaT IOCTYII TOJIBKO K
OJTHOMY MeCTY, a He BO BCe Cpasy.

DJIEKTPOHHBIE IeHbI'1

DJIeKTPOHHBIE JIEHI'M — 3TO OY€Hb YZIOOHBIHN CIIOc00 IIaTekel, OJHAKO CyIeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIyYUTh STH JIEHbTH.

DJIeKTPOHHBIE JIEHbI'H TIOSIBUJIUCH COBCEM HEZaBHO U UMEHHO M3-3a 3TOTO BO MHOTHX
rOCy/IapCTBAX JI0 CUX IOP HE IMPOIMCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHU (PYHKIIMOHUPYIOT U O HUX YK€ IIPOITMCAHO B 3aKOHE, TJIe UX Pa3/esIsioT Ha
HECKOJIPKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIe. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO
T€, B KOTOPBIX Pa3pelIaeTcs MPOBOIUTH ONeparuy 06e3 uaeHTuPuKaIuy moIb30BaTeNsd, a B
HEaHOHUMHBIX UZIeHTHU(UKAIINH T0JIb30BaTE IS SIBJISETCS 00A3aTETbHOM.

Tak:xe ciieyer pa3indaTh 3JIeKTPOHHBIE (PUaTHBIE JIEHbI'M (PaBHBI TOCYAaPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE He(pUaTHBIE IeHbIH (He paBHBI TOCYy/IaPCTBEHHBIM BaJIIOTaM).
OCHOBHBIE COBETHI 110 6€30TIaCHOM paboTe C AJIEKTPOHHBIMU JIEHbTaMU:

1. ITpuBsKU K cueTy MOOMIIBHBIHA TeIeOH. ATO caMbIN yI0OHBIN U OBICTPHIH CITOCOO
BOCCTAHOBHTH JIOCTYI K cueTy. [IpuBs3aHHBIN TeeOH MOMOKET, eCJIH 3a0y/IeIIb CBOH
IUIATEXKHBIN MTapOoJIh WIN 3al/IeNIh HAa CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mciosth3y#t omHOpa30Bble maposu. [locse mepexosa Ha yCUJIEHHYIO aBTOPU3AIIHIO Tebe
y’Ke He OyZIeT yrpoKaTh OMACHOCTH KPaXKU WJIU TIEpPexXBaTa IJIaTEKHOTO IapoJis;

3. Boibepu cioxxHbIi maposk. [IpectymHuKam OyZeT He TPOCTO YTa/IaTh CJIOKHBINA aPOJIb.
HasrexxHble mapoJivi — 3TO MapoJid, KOTOPHIE COZIEPIKAT HE MeHee 8 3HAKOB M BKJIIOYAIOT B
cebst CTpOYHbIE U IPOIHCHBIE OYKBBI, IUMPHI U HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HAK
Jlojutapa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOZIU CBOM JINUHBIE TaHHbIE HA cCAlTaX, KOTOPBIM HE JIOBEPSEIIb.

DJIeKTPOHHAs TOHTA

DJIeKTPOHHAS IIOUTa — 3TO TEXHOJIOTHUS U IIPeJIOCTaBJIsIeMble el0 YCIYTH M0 IepechUIKe U
MIOJIyY€HHUIO 3JIEKTPOHHBIX COOOIIEHNH, KOTOPbIe PACIIPEIEIIAIOTCA B KOMIIBIOTEPHOH CETH.
OOBIYHO 3JIEKTPOHHBIN TOUTOBBIH AWK BHITVIAAUT CJIEIyIOIIUM 00pa3oMm:
HM_II0JIb30BaTeNA@uUMs_JioMeHa. Takke KpoMe IepeZiladuu IPOCTOTO TEKCTa, UMeeTCs
BO3MOXKHOCTD IlepefiaBaTh haiiybl.

OcHOBHBIE COBETHI 110 6€30ITaCHOM PaboTe C 3JIEKTPOHHOU IOYTOM:

1. Hazo BeIOpaTh ITpaBUILHBIN ITOUYTOBBIHN cepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX IOYTOBBIX CEPBUCOB, OHAKO JIyYIIle IOBEPATh TEM, KOTO 3HAEIb U KTO
IIEPBHIA B PEUTHUHTE;

2. He yka3pIBall B JIMYHOU ITOYTE JIMYHYIO nHPopMmaruoo. Hanpumep, jiydiiie BIOpaTh
«MY3BbIKaJIbHBIN__(haHAT@ » WU «POK2013» BMECTO «TeMal3»;

3. Mcnosip3y#t ABYX3TAITHYI0 aBTOPU3AIUIO. ATO KOT/Ia IOMUMO I1apoJis HY?KHO BBOJIUTh
KO/JI, MpUChLIIaeMblIii 110 SMS;



4. Beibepu CJI0KHBIN IAPOJIb. [[JIs1 KQXK0TO ITOYTOBOTO AIINKA JOJIKEH OBITH CBOI
HaJIe>KHBIN, YCTOMUYUBBIU K B3JIOMY IapOJIb;

5. Eciin ecTh BO3MOKHOCTD HAallCaTh CAMOMY CBOU JIMUHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnosib3yii HeCKOJIBKO IOUTOBBIX ANTUKOB. 11epBbIii 714 YaCTHOU ITePenucKy ¢
aZipecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO 3JIEKTPOHHBIN aJ[pec He Ha/I0 UCII0JIH30BATh IPU
perucTpanuu Ha popyMax u canTax;

7. He oTkpbIBaii (paiisibl U IPyTrHe BIOKEHUA B MUChMAaX JaKe eCJId OHU IIPUIIUIH OT TBOUX
npy3en. JIydie yTOYH! Y HUX, OTIIPABJISJIN JIK OHU Tebe 3TU aiiyisl;

8. ITocsie okoHYaHUS pabOTHI HA IOUYTOBOM CEPBUCE IEPE] 3aKPHITUEM BKJIA/IKU C CAUTOM
He 3a0y/1b HAKaTh Ha « BBIATH».

KubepOyiuHT WM BUPTYaJIbHOE U3/€BATEIHCTBO

KubepOyimuHT — mpecyieioBaHue COOOIEHUAMU, COAEPIKAIIMMU OCKOPOJIEHHsI, aTPECCHI0,
3aIlyTUBAHUE; XYJIUTAHCTBO; COIIAILHOE OOMKOTHPOBAHUE C TOMOIIBIO PA3TUIHBIX
WHTEPHET-CEPBHUCOB.

OcCHOBHBIE COBETHI 110 O0pHOE ¢ KHOEPOYITIMHTOM:

1. He Opocatics B 60#. JIydmmuii crmoco6: ocoBeTOBaThCs KaK ceOsi BECTH U, €CTU HET TOTO, K
KOMY MOXKHO OOpaTHUTbHCS, TO BHAYAJIE YCIIOKOUTHCSA. EC/IH ThI HAUHENIh OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHH S, TO TOJIBKO €Ille OOJIbIIE Pa30XKKeITh KOHQIIMKT;

2. YripaBisAl cBoel Kubeppemnyramuen;

3. AHOHUMHOCTH B ceTH MHUMAas1. CyIIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
QHOHUMHBIM aKKayHTOM;

4. He cTout BecTH Xy/IMTaHCKUN 00pa3 BUPTYaJIbHOH JKU3HU. IHTEPHET (UKCUPYET BCe
TBOU JIEHCTBUSA U COXPAHSET UX. YTUIUTh UX OyZIeT KpaliHe 3aTPYAHUTEIBHO;

5. Cobutt0/1a11 CBOM BUPTYAIBHYIO YECTh CMOJIONY;

6. Irnopupyi eqHUYHBIN HeratuB. OHOPa30Bble OCKOPOUTEIbHBIE COOOIIEHNUS JIyUllle
urHopupoBatb. OOBIYHO arpeccus IIpeKkpalaeTcs Ha HAaUaIbHOU CcTafuu;

7. baH arpeccopa. B nporpammax obMeHa MTHOBEHHBIMU COOOIIEHUAMHU, B COIIMATbHBIX
CeTsX eCTh BO3MOXKHOCTD OJIOKHPOBKH OTIIPAaBKU COOOIIEHNH C OIIpe/iesIeHHBIX aJ[PECOB;

8. Ecsu ThI cBUieTe b KUOepOysinHra. TBoU AeicTBUA: BBICTYIUTD IIPOTUB
IIpecJie/ioBaresis, I0Ka3aTh eMy, UTO ero JIeHCTBUA OLleHUBAIOTCs HETaTUBHO, MOJIEPKaTh
JKepTBY, KOTOPOH Hy»KHa IICUX0JIOrHYecKas ITIOMOIIlb, COOOIIUTH B3POCJIBIM O (haKTe
arpecCUBHOTIO TIOBE/IEHUA B CETH.

MoOubHBIN TesTeOH

CoBpeMeHHBIe cMapTHOHBI U IUIAHIIETHI COZlep:KaT B cebe BIIOTHE B3POC/IBIM (PYHKITMOHAT,
U Tellepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIIMOHAPHBIMYU KOMIIblIoTepaMu. OTHAKO, CPEe/ICTB
3alUTHI JJ1 TOJ00HBIX YCTPOMCTB ITIOKA OYeHb MaJIo. TecTUpOBaHME U ITOUCK YA3BUMOCTeH
B HUX IIPOUCXO/UT He TaK UHTEHCUBHO, Kak 14 I1K, To 3xe camoe KacaeTcss 1 MOOWIIbHBIX
MIPUIOKEHUH.



CoBpemMeHHBbIE MOOMJIBHBIE Opay3epbl y2Ke MMPAKTUYECKU JOTHAIN HACTOJIbHBIE aHAJIOTH,
OJTHAKO paciiupeHnue GyHKIIMOHAIA BIeUeT 3a cOO0U OOJIBIIYIO CJIOKHOCTh M MEHBIITYIO
3aIUIIEHHOCTb.

Jlajieko He BCe MMPOU3BOIUTEITH BBIITYCKAIOT OOHOBJIEHUSI, 3AKPHIBAIOIIIIE€ KDUTUUECKUE
YA3BUMOCTH J|JIs1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 11 6€30IMaCHOCTH MOOMJIBHOTO TeiehOoHa:

1. Huuero He siBjisieTcsl MO-HACTOsIIEMY OecruiaTHBIM. Byib ocTOpOXKeH, Be/ib KoTia Tebe
IIpejIaraloT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIJIaTHBIE YCIIYTH;
2. Jlymaii, ipeskie ueM oTpaBuTh SMS, ¢hoTo wiu Buzeo. Thl TOUHO 3HAEIIb, I/Ie OHU OYAyT
B KOHEYHOM HUTOTe?

3. HeoO6xoamMo 0GHOBJIATH OTIEPAIIHOHHYIO CHUCTEMY TBOEro cMapT¢OHa;

4. Vlcrionib3yit aHTUBUPYCHBIE IPOTPAMMBI 7151 MOOMJIbHBIX TeJIE(DOHOB;

5. He 3arpy»«aii IpuioKeHUs OT HEM3BECTHOTO UCTOYHHKA, BE€Z[b OHU MOTYT COZIEPKATh
BPEZIOHOCHOE ITPOrpaMMHOe 00ecrieYeHue;

6. ITocsie TOro Kak ThI BBIUJIEITD C CaiiTa, TJie BBOAWII JIMYHYI0 MHPOpMAaIIo, 32U B
HACTPOUKU Opaysepa u yaaau cookies;

7. [lepnoanyecky MpoOBePsAN KaKue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. laBaii cBOi1 HOMep MOOMIJIBHOTO TesieOHA TOTHKO JIIO/ISIM, KOTOPBIX THI 3HAEIIh U KOMY
JIOBEPSIEITD;

9. Bluetooth omxeH OBITH BBIKJIFOUEH, KOT/Ia ThI UM HE IOJIb3yellbcs. He 3a0bIBaii mHOTA
IIPOBEPATH 3TO.

Online urpsr

CoBpeMeHHBIE OHJIAMH-UTPHI - 3TO KPACOUHBIE, 3aXBaThIBAIOIIUE PA3BIIEUEHUS,
00BeTUHAIONTHE COTHH THICSY YEJIOBEK 110 BeceMy MUPY. VITPOKU MCCIEAYIOT TaHHBINA UM
MUP, OOIIAIOTCSA APYT € IPYTOM, BBIIIOJHAIOT 33/IaHUSA, CPAKAIOTCA ¢ MOHCTPaAMHU U
IIOJIyYalOT OIBIT. 32 y/IOBOJICTBUE OHU IUIATAT: MOKYIIAIOT IUCK, OIIAYMBAIOT aOOHEMEHT
WU IPUOOPETAIOT KaKue-TO OIIUU.

Bce aTu cpencTBa HAYT Ha MO/IlepKaHNEe U Pa3BUTHE UTPHI, a TAaK)Ke Ha caMy 6€30I11aCHOCTD:
COBEPIIIEHCTBYIOTCS CUCTEMBI AaBTOPU3AIINH, BBIIIYCKAIOTCA HOBBIE MaTuH (I poBbie
3aIIATKH JIJIs1 IPOTPAMM), 3aKPhIBAIOTCA ySI3BUMOCTH CEPBEPOB.

B no/106HBIX UTPax CTOUT OIacaThCA He CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KPaXKU TBOETO
[1apoJisi, HAa KOTOPOM OCHOBAHA CHUCTEMA aBTOPU3AI[UU OOJIBIIIMHCTBA UTDP.

OcHOBHBIE COBETHI 110 6€30IIACHOCTU TBOETO UTPOBOTO aKKAYHTA:

1. Ectz pyroit urpok BeeT cebsi I10X0 WK co3/aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH ero
B CIIHCKE UTPOKOB;

2. [Toxkasyiica aJIMUHUCTPATOPAM UTPHI Ha IJIOXO€E MOBEJIEHUE STOTO UTPOKA, JKeJIaTeJTbHO
IIPUJIOXKUTH KaKHe-TO JJ0KA3aTeIbCTBA B BU/I€ CKPUHOB,



3. He yxaspiBali 1nuHy10 HHGOPMaLUIO B ITpodaiiyie Urphl;

4. YBaKkayl IpyruX yYaCTHUKOB IO UTPE;

5. He ycranaBimBaii HeoduIinajibHble TATIU U MOJIbI;

6. Vcrionp3yii Cy103KHBIE U Pa3HbIE TAPOJIH;

7. laxxe BO BpeMs UTPBI HE CTOUT OTKJIIOYATh AaHTUBUPYC. [I0Ka ThI UTpaetb, TBOU
KOMITBIOTEP MOTYT 3aPa3UTh.

QUIIMHT WIN KPaXKa JUIHBIX IAHHBIX

OOGBIYHOM KpaKel JIEHeT U IOKYyMEHTOB CETOIHS Y?Ke HUKOTO He Y/IUBUIID, HO C PA3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0yMBIIIJIEHHUKH IIEPEMECTIINCH B UHTEPHET, U ITPO/IOJKAIOT
3aHUMATBHCA «JIIOOUMBIM» JIE€JIOM.

Tak mosiBMIaCh HOBAsA Yrpo3a: HHTEPHET-MOIIEHHUYECTBA W (DUILIUHT, IJIaBHAS [€JTh
KOTOPOTO COCTOUT B IOJIyYEHUU KOH(PUAEHIIHATHHBIX TAHHBIX I10JIb30BaTeJIeEd — JIOTHHOB U
napouieii. Ha aariuiickom a3bike phishing unraercsa kak ¢umunr (ot fishing — prionas
JIOBJIAA, password — mapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C QUITITHTOM:

1. Creziut 32 cBOMIM aKKayHTOM. Ecitu ThI I0/103peBaeliib, YTO TBOSI aHKeTa ObLIA B3JIOMAaHA,
TO HEOOXOANMO 3a0JI0KUPOBATh €€ U COOOIUTh AIMUHHUCTPATOPAM pecypca 00 3TOM Kak
MOJKHO CKOPEE;

2. Mcniosib3y# Ge3oracHble BEO-CAUTHI, B TOM YHCJIE, HHTEPHET-Mara3nHOB M IIOMCKOBBIX
CHCTEM;

3. Mcniosth3y#i c103kHBIE U pa3HbIe Mapoytu. Takum 06pa3oM, eciia TeOs1 B3JIOMAIOT, TO
3JI0yMBIIIEHHUKH TTOJIy4aT JIOCTYII TOJIBKO K OTHOMY TBOEMY IIPO(]HIIIO B CETH, a HE KO
BCEM;

4. Ecyu Tebs1 B371IOMasy, TO HEOOXOTUMO TIPEAYTIPENUTD BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n06aBJieHbl y TeOs B IPY3bsX, O TOM, UYTO TeOs B3JIOMaJIA U, BO3MOXKHO, OT TBOETO UMEHHU
OyZieT pacchuIaThes CIIaM U CCHUTKU Ha (UIITUHTOBBIE CAUTHI;

5. YcraHoBH HajziexkHbIN maposib (PIN) Ha MOOWIBbHBIHN TestedoH;

6. OTxIIOUN COXpaHeHUe Maposis B 6paysepe;

7. He oTkpbIBaii Ghaiyibl U ApyTHe BIOKEHUA B IUChMAaX JJaXKe eCJIH OHU IPUIILITN OT TBOUX
npy3ei. JIydlie yToOUHU Y HUX, OTIPABJIAIN JIU OHH Tebe 3TH (aiiyibl.

[Tudposas penyrarnus

ITudposas pemnyramnus - 5T0 HETaTUBHASA MU MO3UTHUBHAA HHPOPMAaNHA B CETH O Tebe.
Kommnpomerupyromas nHpopManusa pa3MelieHHas B UHTEPHETE MOXKET CePhe3HBIM
06pa3oM OTPa3UTHCS Ha TBOEU peasibHOM ku3HU. «I{udpoBas pemyrarus» - 3TO TBOH
UMUK, KOTOPBIN popMupyeTcs u3 uHdopmanuu o Tebe B UHTEPHETE.

TBOe MecTo KUTETHCTBA, yueObl, TBOe (DMHAHCOBOE IOJIOJKEHHE, 0OCOOEHHOCTH XapaKTepa 1
pacckasbl 0 OJIU3KUX - BCe 3TO HAKATIMBAETCS B CETH.



MHorve noIpOCTKY JIETKOMBICJIEHHO OTHOCATCS K ITyOJIMKAINY JIMYHOU NH(GOPMAIIUH B
VHTepHeTe, He MOHMMAasA BO3MOXKHBIX MOCIIeZICTBUM. ThI laske He CMOXKeIllb JJOTa/IaThCsA O
TOM, 4TO (poTorpadus, pa3meleHHas 5 JIeT Ha3aJ, CTaja IPUINHON 0TKa3a IPUHATD Tebs
Ha pabory.

KommenTapum, pasmelrieHue TBoux ¢pororpaduil u Apyrue JelcTBUA MOTYT He UCUE3HYTh
JlaKe TocJIe TOTOo, KaK Thl UX yAaIuib. Thl He 3Haelllb, KTO COXPaHWI 3Ty NH(GOPMAIHUIO,
II0IlaJia JIM OHA B IOUCKOBBIE CUCTEMBI U COXPAHWIACH JIM OHA, a IJIaBHOE: YTO IOAYMAIOT O
Tebe OKpYy»Karolllee JIF0/IM, KOTOpble HaUIyT U YBUAAT 3T0. HaliTu nHOpMAaIuio MHOTO JIET
CITyCTsI CMOKET JIF00OH - KaK U3 J0OPBIX MOOYKAEHHH, TaK ¥ ¢ HAMEPEHNEM IPUYUHUTD
Bpe. DTO MOXKET OBITH KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3a1uTe UGPPOBON pPeyTaln:

1. ITogymaii, mpexzie ueM 4To-TO IyOJINKOBATH U IIEPEIaBaTh y cebs1 B 6y10Te MK B
COITMAJIbHOM CEeTH;

2. B HacTpoiikax npodusis yCTAaHOBU OTPaHUYEHUs Ha IPOCMOTP TBOETro NpoduIsa U ero
COJIEP’KUMOTO, CAEJIAM €TI0 TOJIBKO «JJISI APY3€ei»;

3. He pazmemait u He yka3zsiBail ”HPOpPMAIHIO, KOTOPask MOXKET KOT0-JTH00 OCKOPOJIATD
WM OOMKATh.

ABTOpCKOE IpaBo

CoBpeMeHHBIE KOJIBHUKHU- AaKTUBHBIE M10JIb30BaTeH I POBOT0 IpocTpancTBa. OHAKO
JlaJIEKO He BCe 3HAIOT, UTO M0JIb30BaHHE MHOTMMHU BO3MOKHOCTAMHU IU(PPOBOTO MUpa
TpebyeT cobJIIoIeHNs TPaB Ha UHTEJIJIEKTYAJIbHYIO0 COOCTBEHHOCTD.

TepMUH «MHTeJJIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCS K Pa3JIMYHBIM TBOPEHUAM
YyeJI0BeUeCcKOoro yma, HaunHas ¢ HOBbIX U300peTeHU U 3HaKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HA MPOAYKTHI U YCJIYTH , U 3aKaHUUBas KHUTaMH, (potorpadpuamu,
KHHO(UJIbMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUAMM.

ABTOpCKUe IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYyJIbHYI0 COOCTBEHHOCTh HAa IIPOU3BE/IeHUA
HAyKH, JIATEPATYPbl U UCKYCCTBA. ABTOPCKHeE IIPAaBa BBICTYIIAIOT B KAUeCTBe rapaHTUHU TOTO,
YTO MHTEJIJIEKTYyaJIbHbIN/TBOPUECKUH TPy aBTOpa He Oy/ieT HallpacHbIM, JJacT eMy
CIIpaBelIuBble BO3MOXKHOCTH 3apaboTaTh Ha Pe3yJIbTaTax CBOEro TPYAa, OJIyYUTh
M3BECTHOCTDb U Ipu3HaHue. HukTo 6e3 paspelieHus aBTopa He MOXeT BOCIIPOU3BOIUTDH €TI0
IIpOU3BeZIeHue, PaclpOCTPAHATD, IIyDJIMYHO IEMOHCTPUPOBATh, IPO/IaBaTh,
MMIIOPTHUPOBATh, IyCKaTh B IPOKAT, IIyOJIMYHO UCIIOJIHATD, IOKa3bIBaTh/UCIIOIHATD B
aupe wiu pasMmemaTh B VIHTepHeTe.

Vcrniosp30BaHue «IIMPATCKOTO» IPOIPAMMHOTO0 obeciedyeH s MOKeT IIPUBECTU K MHOTUM
pHCKaM: OT IIOTePU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKU TBOETO YCTPOMCTBA, I/ie
yCTaHOBJIEHHBIH He JlerajibHasA IporpaMma. He cTout Takke 3a06bIBaTh, UYTO CYIIECTBYET
JlerajipHble U OecIiaTHbIe IPOTPaMMBbl, KOTOpPbIEe MOKHO HaWTH B CETH.

O nopraie

CeteBUUOK.pd - TBOH IJIABHBIA COBETYUK B CETH. 371€Ch ThI MOXKEIIb Y3HATH O 0€3011aCHOCTH

B CETU MOHATHBIM U JIOCTYIIHBIM SI3bIKOM, a IIPY BO3HUKHOBEHUU KPUTUYECKOU CUTyalluU
00paTHUTHCSA 3a COBETOM. A TaKXKe IIPUHATH YIaCTHE B KOHKYPCaX U CTaTh CAMBIM IU(PPOBHIM
rpakJaHuHOM!



